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wireless resource in enterprise. MAC authentication provides security
and authenticates legacy devices without EAP clients. Both 802.1x
and MAC authentications working with remote RADIUS servers
provide a highly scalable access control mechanism for large
enterprises.

Overview

Flexible Multi-service wireless LAN (WLAN) infrastructure

Intelicis Cedar 880AG is a high-performance 802.11a and 802.11b/g
dual-radio access point that supports a wide range of enterprise
applications. Cedar 880AG is the most cost-effective full-featured
enterprise-class access point in the market today. As part of the
Intelicis Wireless Infrastructure product families, it functions
seamlessly with other Intelicis products such as Cypress series
wireless controllers and Redwood series mobility management
centers to provide a comprehensive solution for wired and wireless
LAN integration of enterprise networks.

VLAN-based multiple SSID simplify the service provision when
deploying a shared multi-service WLAN infrastructure. Parameters
such as encryption cipher, authentication methods, packet priorities,
access rights, maximum number of stations, power saving period and
more can be configured for each WLAN. Voice, secured data, video
or guest network service can be mapped to a WLAN configured with
the appropriate set of parameters. Each WLAN is represented by a
unique SSID. Users associate and authenticate with the selected
SSID to gain access to the corresponding services and resources.
Unique BSSID for each WLAN ensures the best interoperability with
clients from different vendors.

Optimal RF management
5.8GHz and 2.4GHz dual-radio design with optional SuperAG mode
deliver industry-leading throughput performance required by today’s
enterprise. Automatic selection of optimal power level and operating
frequency reduce radio interference and increase system efficiency.
Configurable load balance and client management features maintain
the system utilization to a sustainable level and provide fair access of
wireless resource even under heavy traffic conditions. Rogue access
point detection and notification alerts IT managers to possible security
loopholes in the networks and reduces unnecessary bandwidth
losses. As a part of the Intelicis product families, sophisticated
distributed algorithms running together with Intelicis wireless
controller and management centers further optimize the overall
performance of wireless networks.
Enterprise-grade security policy and access control
Support of the full-set of enterprise encryption standards including
dynamic WEP, TKIP, AES and 802.11i protects sensitive information
over the wireless channel. 8021x EAP authentication with dynamic
key management ensures that only authorized users can access

Cost-effective Plug and Play installation
802.3af Power over Ethernet (PoE) eliminates the costly effort to
install AC power outlets for each access point. AP to AP wireless
repeater mode covers hard-to-reach areas without additional
Ethernet wiring. Automatically download configuration and firmware
from the Intelicis wireless controller through either wired or wireless
uplinks eliminates the need to configure the access point individually.
Web, SNMP and SSL interface provide secured remote management
and monitoring of access points after installation.
Robust design for maintenance-free operation
Rugged metal casing and plenum-rated enclosure allow Cedar
880AG to operate even in a harsh industrial environments. Cedar
880AG comes with features that maximize the network survivability
should any device or communication link fail. Redundant AP can be
configured in the standby mode to maintain network operation if the
primary AP fails. Cedar880 AG can search nearby Intelicis APs to
form a highly survivable mesh network through AP-to-AP wireless
connectivity.

Main Bulding

SSID = Admin

Warehouse

SSID = VoIP

SSID = Admin

SSID = VoIP

Cedar 880AG

Cedar 880AG
48V DC
Power over Ethernet

SSID = Warehouse

AP-to-AP Wireless Link

PoE Ethernet Switch

SSID = Guest
Wired Networks

Cedar 880AG

Cedar
880AG

Applications
● Enterprise wired and wireless
network integration
● Metro area, airport, stadium,
hotel and subway broadband
coverage
● Utility distribution and
substation automation
● University and school full
Wi-Fi coverage
● Government office to share
public information

Specifications
Network Interface
Ethernet Port
One IEEE 802.3 10/100BaseT Fast Ethernet port (RJ-45)
Auto negotiation for the rate, duplex and polarity
IEEE 802.3af Power over Ethernet
Wireless IEEE 802.11a Port
One IEEE 802.11a OFDM radio
Media Access Protocol : CSMA/CA with ACK
Power Output : 20dBm with power level control
Data Rate:
108Mbps (Atheros Super AG mode)
54/48/36/24/18/12/9/6 Mbps
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integrated, easy-to-use
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Frequency Band:
5.150 - 5.250 GHz (lower band) for US/Canada
5.250 - 5.350 GHz (middle band) for US/Canada
5.725 - 5.825 GHz (upper band) for US/Canada
5180 MHz, 5200 MHz, 5220 MHz for Japan
5.500 - 5.700 GHz for Europe
Wireless IEEE 802.11g Port
One IEEE 802.11g CCK and OFDM radio
Media Access Protocol : CSMA/CA with ACK
Power Output: 20dBm (802.11b) and 20dBm (802.11g)
with power level control
Data Rate:
108Mbps (Atheros Super AG mode)
11/5.5/2/1 Mbps legacy CCK rates
54/48/36/24/18/12/9/6 Mbps
Frequency Band:
2.412 - 2.462 GHz for US and Cananda
2.412 - 2.484 GHz for Japan
2.412 - 2.472 GHz for Europe
Wireless Management
Automatic channel selection
Transmission power control
Auto WDS repeater mode support
RTS/CTS threshold setting
Fragmentation threshold setting
Selectable Beacon and DTIM interval
Load balancing and rate limit
Support up to 31 WLANs with own unique SSID
unique BSSID for each SSID WLAN
SSID to VLAN mapping
Hidden Broadcast SSID for each WLAN
Bridging and VLAN
IEEE 802.1d spanning tree
Support up to 512 MAC learning addresses
Support 802.1Q VLAN ids
Support up to 2048 MAC address filter
Secured Wireless LAN user isolation
Protocols
IEEE 802.3 Protocol (Ethernet)
Static IP or dynamic DHCP client on Ethernet Port
NTP for time synchronization
IP address/protocol filter
WMM multiple class QoS for each WLAN
Serial over IP protocol for industrial application

Authentication
Pre-Shared key authentication
MAC authentication
IEEE 802.1x EAP support
EAP-MD5, EAP-PEAP, EAP-TLS and EAP-TTLS
RADIUS authentication and accounting
Web redirection authentication (HTTP/HTTPS)
Failover on Primary and Secondary RADIUS server
Dynamic VLAN assignment authorization
Security
WEP security key : 64/128 bits
Dynamic key assignment with 802.1x authentication
WPA and TKIP
WPA2 and 802.11i (AES and CCMP)
Rouge AP detection
Access control list (ACL)
Network Management
Web-based GUI manager
CLI through telnet, SSH and console port
SNMP v2c:
MIB II, SNMP traps and Intelicis MIB
System event log
Mail event notification
Multiple levels of administration privilege
Support FTP and TFTP upgrade
Flash image disaster recovery
Status LED
POWER
LAN Ethernet: Link/ACT
Wireless : 802.11a and 802.11g Link/ACT
Hardware
Rugged Metal and plenum-rated case housing
RJ45 Ethernet Port
Dual RP-TNC antenna connectors for both 2.4GHz and
5.8GHz radios
RS232 DB9 console port
Manufacture default reset switch
Physical and Operating Environment
Dimensions: 190mm(w) x 120mm(d) x 25mm(h)
Weight: 1 lb
Operating temperature: 0°C to 45°C (32°F to 113°F)
Storage temperature: -40°C to 70°C (-40°F to 158°F)
Operating humidity: 10% to 95% non-condensing
Storage humidity: 10% to 95% non-condensing
Power Requirement
Input: 5V DC, 10W Max (Non PoE mode)
Input: 36V DC to 57V DC, 10W Max (PoE mode)
Compliance / Regulatory
FCC Part15 Class B, CE Mark

